
Behind Rousseau, the  digital democracy platform of the 5 Star
MoVement

In December 2012, for the first time, members of the 5 Star Movement had the
opportunity, through the web, to vote for their candidates to the following year's
political elections. In just over 8 years since that first time, there have been 347
votings, the total number of votes cast by members of the 5 Star Movement has
now exceeded 7 million and the technological tools available to the MoVement
have increased and have considerably evolved.

The 5 Star Movement was born from the revolutionary idea of   digital democracy, it
has developed and grown thanks to the tools provided by the web and today it
rests on a technological infrastructure, the Rousseau ecosystem, which
guarantees all its members the opportunity to actively participate in political life.
This feature, to be defended and preserved, is what makes the 5 Star Movement
different from any other existing political force.

The Rousseau ecosystem today includes several components that, together,
contribute in providing the essential services to activists and elected of the 5 Star
MoVement to learn, get informed, participate, collaborate, propose and decide.

Software Infrastructure

The center of this ecosystem is the Rousseau platform, which today offers to the 5
Star Movement various functionalities for the development of participatory
democracy. The current platform was completely rewritten in 2019 using the most
modern technologies and following the highest standards in terms of system
security, reliability and scalability.

The entire Rousseau ecosystem today rests on a high-performance and secure
infrastructure, served in the cloud through AWS services. Each component of this
infrastructure is completely atomic and independent thanks to a Docker-based
container system, and is fully scalable thanks to the Kubernetes open source
orchestration system.

This infrastructure allows, today, the Rousseau platform and related services to be
able to manage high loads of user traffic such as those found during the
important and heartfelt votings that led to the birth of the last three Italian
governments.

https://rousseau.movimento5stelle.it/


The technologies of the Rousseau platform

The technologies used for the development of Rousseau are innovative, efficient
and widely used by several leaders in the IT industry. User and authentication
management is entrusted to the open source software Keycloak, used, among
others, by the British government and the multinational company Subway. The
backend services have been developed with the Ruby on Rails framework, used,
for example, by Netflix and AirBnB. The frontend, on the other hand, is developed
partly in Vue.js, the second most used web framework in the world, and partly in
Nuxt.js, derived from the first, but more suitable for server side rendering. Finally, the
communication between backend and frontend takes place through the use of
the innovative GraphQL language, developed and used by Facebook.

Security and Privacy

During the development phase of the new Rousseau platform, great attention was
paid to the security of the entire system, to proper data management and to all
the highest standards in terms of privacy and user protection. From these points of
view, it is important to underline that the most sensitive function of the entire
system, the Voting Area, has been redesigned taking into account all the
indications and European standards for e-voting in terms of voting secrecy,
reliability of the system and verifiability of entitled persons.

The voting right is obtained only after the actual correspondence between the
user and the person has been verified through a process called Know Your
Customer used by banks and various institutions for customer certification.

Furthermore, the database has been designed so that it is not possible in any way
to trace the preference expressed by the individual voter. In fact, there are two
separate tables, one to keep track of voters, the other to collect the preferences. It
is exactly as in the physical vote where there is a voting register and a ballot box in
which the voting papers are collected.

To certify the safety and reliability of the system, tests and checks are periodically
carried out by IT security specialized companies.

The databases on which the software systems are based are accessible only by
applications and each access is monitored and tracked for greater control over
the security and integrity of the data.



The open source mobile application Rousseau X

Rousseau is continuously evolving also and above all thanks to the contribution of
the members who can participate in open innovation initiatives, such as Rousseau
Open Engineering which, with the collaboration of various programmers and
designers who contributed voluntarily, led to the development of Rousseau X.

In fact, starting from 31 December 2020, the Rousseau platform is supported by an
open source mobile app developed in crowdsourcing and available for free on the
Android and iOS stores.

Rousseau X has been written with the innovative Flutter framework, developed by
Google, and connects to the backend through the same GraphQL APIs used by the
web platform.

It is an important tool in the hands of the activists to exercise their voting right
directly from their smartphone, but it is also useful for staying informed through the
news of the "Blog delle Stelle" in Instant Article mode, to discover the events
organized on the Rousseau Events Platform and to search and view the profiles of
other activists and elected.
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https://github.com/associazione-rousseau/camelot-flutter
https://bit.ly/rousseau-andr
https://bit.ly/rousseau-ios
https://partecipa.ilblogdellestelle.it/
https://rousseau.movimento5stelle.it/profiles/detail/cristian-laurini

